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Introduction

In December 2025, we surveyed 300 senior technical leaders across large enterprises in three
specific industries: SOFTWARE, FINANCIAL SERVICES and RETAIL. This report focuses on
SOFTWARE, with respondent titles largely being CTO, Principal Engineer or Director of Al
Platform. As a requirement, all respondents had significant decision-making ownership of Al
investments.

In our survey, we specifically asked respondents about their organization’s adoption of the Model
Context Protocol (MCP). We wanted to understand their progress, use cases, obstacles and more.
Following is a summary of the results for those SOFTWARE leaders, so that you can see how you
compare to industry peers (as well as peers in FINANCIAL SERVICES and RETAIL). Note that
we're intentionally avoiding subjective commentary and sales pitches; we figure you're here
because you want the benchmarking data points.

Model Context Protocol

On the chance that MCP is new to you, here's a brief primer. In November 2024, Anthropic
introduced MCP as a ‘USB-C’ to connect Al agents, assistants and models to the resources
and tools needed to take real action. MCP allows probabilistic Al agents to talk to deterministic
systems.

When connected to the right MCP server(s), Al agents can do things like, submit a GitHub pull
request, pull and present data from an Oracle database, update the company website and
much, much more. MCP is being viewed and used as a means for enterprises to multiply the
value of their Al agents, assistants and models.

Of course, given the connection to sensitive systems, MCP requires real scrutiny. It's
imperative that enterprises (and individuals) using MCP have the right security and policies in
place to use MCP safely. The ability to secure MCP to enterprise standards is still maturing,
and that was a driving factor in designing this study; we wanted to understand whether
enterprises were getting stuck, or whether they were overcoming obstacles to use MCP in
production.
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Respondent Profile

Geographies

This was not a global study; as a first research effort it was simply beyond our scope. 78% of
respondents were based in the United States, 12% were based in Canada, and the remaining 10%

were based in the UK.

Industries

We collected 100 responses from senior technical leaders in each of three industries: Financial
Services, Retail and Software. We viewed these as three very different industries, and we wanted to
understand how their varying priorities and historical approaches to technology adoption would
affect their embrace of MCP.

Organization Size

The study targeted large enterprises; nearly 60% of respondents worked for companies with more

than 5,000 employees.
9%
500 -1,000
50% 17%
‘ApprOXimately hOW More than 20,000 1,001-2,500
many employees work

at your organization?”
16%

2,501- 5,000
29%

5,001-20,000
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Respondent Role

Study respondents were deeply involved in Al technology decision-making. More than half of
respondents noted ownership of all of the following: investigating options, technical evaluations,
technology selection and implementation. All respondents had senior titles (Director-and-above or

equivalent) and reported up as follows:

11%

Line-of-business

application team

14%
Al or data 41%

platform team

“How would you
characterize your team?”

Engineering team

34%

Architecture team
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MCP Experience

Finally, we asked respondents about their familiarity with MCP:

11%

Building / using MCP
servers in production

: 39%
What ]'S your level Basic understanding;

Of famlharlty Wlth no hands-on experience
f)”
MCP servers” 509

Experimenting with

MCP servers

Anyone who did not meet our requirements for organization size, role
seniority, etc. was filtered out. And with that, we dove into the study.
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MCP Progress

Usage and Use Cases

First things first, we needed to establish where respondents were in their MCP adoption journey.
SOFTWARE respondents significantly outpaced peers in RETAIL and FINANCIAL SERVICES in
terms of broad production use.

“Which of the following best describes your
organization’s current adoption of MCP servers?”

o
(oo}

16 24 32 40

29%
Planning or evaluating options
26%

30%

Pilot
30%

29%
In limited production
26%

12%

Broad production use

All B Software
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We wanted to know where MCP adoption ranked in relative priority to other technology
investments. Nearly half of SOFTWARE respondents acknowledged MCP adoption as a top-5
priority (Critical + High), exceeding other industries. Just one year after its introduction, it's
remarkable that MCP is a top 5 priority at so many enterprises; given the potential of Al agents and
assistants to transform productivity, SOFTWARE firms are leading the charge.

“How has your organization prioritized MCP adoption
relative to other technology investments?”

o

20 40 60 80 100

Critical priority 6%

(top 3 initiatives)

High priority
(top 5 initiatives)

26%

39%

(important but not urgent) 39%,

Medium priority 51%

14%
Low priority (monitoring only)
9%

2%

Not currently prioritized
3%

All B Software

www.stacklok.com enterprise@stacklok.com 8


mailto:enterprise@stacklok.com

AST/\CKLOK State of Model Context Protocol in Software 2026

And then we started to dig into users and use cases. In SOFTWARE, intended users were first
software developers, followed by data analysts and data scientists.

“Who are (or are expected to be) the primary users of
MCP servers at your organization?”

o
N
o

40 60 80 100

Data analytics or 5%

data scientists 68%

1%
Software developers

80%

42%
Knowledge workers
47%

32%
Management

32%

1%

Other. Please specify:
2%

All B Software
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SOFTWARE firms shared a broad set of intended use cases for MCP, with emphasis on easing
developers’ more repetitive workflows, generating tests, reviewing code and debugging issues.

“What are the use cases for MCP in your organization?
Choose all that apply.”

80 100

Test generation and coverage
improvement

Code review and quality
assurance automation

Debugging and troubleshooting
production issues

Security vulnerability detection
and remediation

Technical debt identification
and refactoring

Legacy codebase understanding
and documentation

Other
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Technical Considerations

Enterprises adopting MCP have to figure out how it fits into their environment; so, we asked a
series of questions about technical considerations. SOFTWARE organizations were (a) slightly
more comfortable with SaaS hosting of MCP servers, and (b) more likely to build an MCP platform
in-house (with proprietary or open source solutions).

“Where are (will) your MCP servers (be) hosted?”

o
(0]

16 24 32 40

Entirely on-premises 13%

or in a private cloud 18%

Mostly on-premises or in 0%

a private cloud

14%

Even mix of private cloud 30%

and SaaS-hosted 29%

24%
Mostly SaaS-hosted

21%

12%
Entirely SaaS-hosted

All B Software
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“Does your team have a preference for the type of
MCP platform you adopt?”

We require open source

Strong preference for
open source

Minor preference
for open source

No preference

Minor preference for
proprietary solutions

Strong preference for
proprietary solutions

We require proprietary

www.stacklok.com

o
(o]

16

4%

m-

18%

22%

21%

9%

6%

12%

2%

1%

)

All B Software

32 40

31%

35%

22%
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“How has your organization built or planned to build
your MCP platform?”

0 20 40 60 80 100
Build it in-house using 30%
proprietary solutions
59%

Build it in-house using

open source solutions 69%

Build it in collaboration 42%

with a third party expert 370/

13%

Outsourced entirely
to a third party expert

All B Software

All this talk of technology and the challenges with deploying any solution in a fast-moving market
provides a nifty segue to talk about MCP pain.
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MCP Pain

We asked respondents from SOFTWARE companies, “What obstacles are blocking or slowing
MCP adoption in your organization?” and allowed them to choose all applicable options. Security
concerns topped the list, and interestingly a higher percentage of SOFTWARE respondents called
out security than their RETAIL and FINANCIAL SERVICES peers (despite the fact that those may
be more regulated industries).

“What obstacles are blocking or slowing MCP adoption
In your organization?”

80 100

Security concerns and
requirements

Cost of implementation or
running costs

Legacy system integration
complexity

Lack of end user training
Proving business value

Data quality and availability

Infrastructure and compute
resources

Network and connectivity
restrictions

Other

We don't face any barriers to
MCP adoption
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Given that security was at the top of the list of obstacles, we asked respondents about the measures they
were putting in place to use MCP safely. SOFTWARE respondents were more likely to lean on RBAC and
audit-logging as critical elements of their security posture.

“Which of the following security measures are applied to your
organization’s use of MCP servers?”

o

20 40 60 80 100

62%
Role-based permissions
67%

55%
Audit logging and monitoring
60%

53%
Zero-trust access control
54%,

47%
Network isolation

Regulatory data 41%
boundary enforcement

(e.g., GDPR, FINRA, OCC) 44%

41%
Federated token exchange
41%

1%
Other
1%

All B Software

www.stacklok.com enterprise@stacklok.com 15


mailto:enterprise@stacklok.com

AST/\CKLOK State of Model Context Protocol in Software 2026

An important follow-up question in the study asked participants who was accountable for
managing MCP security and compliance. While the Security team was most often named by
SOFTWARE respondents, they were also marginally more likely to tag the Al / Data platform team
and Engineering team than peers in other industries.

“Who primarily manages security and compliance
for your MCP deployment?”

o
N
o

40 60 80 100

38%
Security team
37%

28%
Al / Data platform team
32%

20%
Engineering team
23%

Line-of-business 13%

application team 4%

. 1%
Shared responsibility model

with no primary owner 30/

All B Software
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Near the top of the obstacles list was “legacy system integration” and “cost of
implementation”. Figuring out where the hang-ups are / will be is valuable to those on an MCP
adoption journey. SOFTWARE firms are working hard to connect a broad swath of systems to
Al agents via MCP. It's little wonder that SOFTWARE companies leading the charge into MCP
are pushing for simpler installation, configuration, authentication and more.

“Which systems are you trying to connect to Al agents
using MCP?”

0 20 40 60 80 100

Version control systems (GitHub,
GitLab, Bitbucket)

Documentation systems
(Confluence, Notion,
internal wikis)

Issue tracking and project
management (Jira, Linear, Asana)

Cloud infrastructure platforms
(AWS, GCP, Azure)

Code quality and security
scanning tools
(SonarQube, Snyk)

Production monitoring and
observability tools
(Datadog, New Relic)

Slack/Teams for team
communication context

Container registries and
orchestration tools

Other
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Conclusions

SOFTWARE leaders see Model Context Protocol as a high-impact enabler for Al, recognizing the

potential to transform developer productivity and relieve developers of repetitive (testing, code review,

debugging) tasks. While SOFTWARE respondents are motivated to move quickly, they're highly aware

of the security risks of MCP, and are implementing RBAC, auditability and other measures.

MCP is already a top-five priority for nearly half of SOFTWARE enterprises, and they are leading the

charge to put MCP into production; their success hinges on secure, governed, enterprise-grade MCP

deployments that can safely connect Al to critical internal systems.

About Stacklok

Stacklok offers the most complete and secure MCP platform for enterprises to use in
production. Customers take complete control of their MCP estate, so employees and their Al
agents can access the context and tools they need, and admins have full oversight and
centralized management. Stacklok also maintains the popular open source MCP platform,
ToolHive along with Red Hat and a growing community of contributors. The company is
founded and led by Craig McLuckie, a co-creator of Kubernetes and the Cloud Native

Computing Foundation.

Learn more about Stacklok:

www.stacklok.com

Engage with us via Discord

https:/discord.gg/stacklok

www.stacklok.com

Explore our GitHub repo:

https:/eithub.com/stacklok

Get in direct contact with an Applied MCP Engineer

enterprise@stacklok.com
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